This chapter will pick up right where we left off in the last chapter.
We will continue our discussion of 1P addressing.

: We'll start with subnetting an IP network. You’re going o
have to really apply yourself, because subnetting takes time and practice in order to nail it, so
be patient. Do whatever it takes to get this stuff dialed in. This chapter truly is very important—
possibly the most important chapter in this book for you to understand.

P’ll thoroughly cover IP subnetting from the very beginning. I know this might sound weird
to you, but I think you’ll be much better off if you can try to forget everything you’ve learned
about subnetting before reading this chapter—especially if you’ve been to a Microsoft class!

In this chapter we’ll dive into a new subject in the CCNA area called ip subnet-zero. This
is not a new command—Cisco has supported it for many years. But the older CCNA material
{pre-2005) only discussed subnetting where you couldn’t use the first and last subnet. Since this
is no longer the case, we’ll be discussing the command ip subnet-zero in this chapter, and
we’ll also be using it throughout the rest of this book.

After our discussion of IP subnetting, I'm going to tell you all about Variable Length
Subnet Masks (VLSMs), as well as show you how to design and implement a network using
VLSM networks.

Once you have mastered VLSM design and implementation, I’ll show you how to summarize
classful boundaries. We'll go into this further in Chapter 6, “Enhanced IGRP (EIGRP) and
Open Shortest Path First (OSPF),” where I'll demonstrate summarizing using EIGRP and OSPF
routing protocols. I’ll also discuss summarization, as with ip subnet-zero, which I think
youwll find is very useful to know.

Pll wrap up the chapter by going over 1P address troubleshooting and take you through the
steps Cisco recommends when troubleshooting an IP network.

So get psyched—you’re about to go for quite a ride! This chapter will truly help you under-
stand [P addressing and networking, so don’t get discouraged or give up. If you stick with it, [
promise—one day you’ll look back on this and you’ll be really glad you decided to hang on. It’s
one of those things that after you understand it, you’ll wonder why you once thought it was so
hard. Ready? Let’s go!

Subnetting Basics

In Chapter 2, you learned how to define and find the valid host ranges used in a Class A, Class B,
and Class C network address by turning the host bits all off and then all on. This is very good, but
here’s the catch: You were only defining one network. What happens if you wanted to take one
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network address and create six networks from it? You would have to do something called sub-
netting, because thar’s what allows you to take one larger network and break it into a bunch of
smaller networks.

There are loads of reasons in favor of subnetting. Some of the benefits include:

Reduced network craffic  We all appreciate less traffic of any kind. Networks are no different.
Without trusty routers, packet traffic could grind the entire network down to a near standstill,
With routers, most traffic will stay on the local network; only packets destined for other net-
works will pass through the router. Routers create broadcast domains. The more broadcast

domains you create, the smaller the broadcast domains and the less network rraffic on each net-
work segment.

Optimized network performance This is a result of reduced network traffic.

Simplified management It’s easier to identify and isolate network problems in a group of
smaller connected nerworks than within one gigantic network.

Facilitated spanning of large geographical distances Because WAN links are considerably
slower and more expensive than LAN links, a single large network that spans long distances can
create problems in every area listed above. Connecting multiple smaller networks makes the sys-
tem more efficient.

In the following sections, T am going to move to subnetting a network address. This is the
good part—ready?

" IP Subnet-Zero

As I mentioned in the introduction, IP subnet-zero is not a new command, but in the pre-2005
CCNA objectives, Cisco didn’t cover it. This command allows you to use the first and last sub-
net in your network design. For example, the Class C mask of 192 provides subnets 64 and 128
(discussed thoroughly later in this chaprer), but with the ip subnet-zero command, you now
get to use subners 64, 128, plus 0 and 192.

Even though we don’t discuss the command line interface (CLI) until the next chaprer,
“Introduction to the Cisco 10S,” it’s important for you to be familiar with this command:

P1R1#sh running-config

Building configuration. ..

Current configuration : 827 bytes
!

hostname Podl1R1

|

ip subnet-zero
!

The router output above shows thar the command 1p subnet-zerois enabled on the router.
Cisco has turned this command on by default starting with Cisco 1OS version 12.x.
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How to Create Subnets

To create subnetworks, you take bits from the host portion of the IP address and reserve them
to define the subnet address. This means fewer bits for hosts, so the more subnets, the fewer bits
available for defining hosts.

Later in this chapter, you’ll learn how to create subnets, starting with Class C addresses. But
before you actually implement subnetting, you need to determine your current requirements as
well as plan for future conditions.

Before we move on to designing and creating a subnet mask, you need to

TE understand that in this first section we will be discussing classful routing,
which means that all hosts (all nodes}in the network use the exact same subnet
mask. When we move on to Variable Length Subnet Masks (VLSMs) I'll discuss

classless routing, which means that each network segment can use a different
subnet mask.

Follow these steps:
1. Determine the number of required network IDs:
»  Oune for each subnet
»  One for each wide area network connection
2. Deterruine the number of required host IDs per subnet:
= One for each TCP/IP host
»  One for cach router interface
3. Based on the above requirements, create the following:
*  One subnet mask for your entire network
= A unique subnet ID for each physical segment

» A range of host IDs for cach subnet

Understanding the Powers of 2

Powers of 2 are important to understand and memorize for use with {P subnetting. To review
powers of 2, remember that when you see a number with another number to its upper right
(called an exponent), this means you should multiply the number by itself as many times as the
upper number specifies. For example, 23is 2 x 2 x 2, which equals 8. Here’s a list of powers of
2 that you should commit to memory:

21=2
22=4
23=8
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24=16

25 = 32

26 =64

27 =128
28 = 256
29 =512
210 = 1,024
21 = 2,048
212 = 4,096
213 = 8,192
214 = 16,384

Before you get stressed out about knowing all these exponents, remember that it's helpful to
know them, but it's not absolutely necessary. Here's a little trick since you're working with 2s:
each successive power of 2 is double the previous one. For example, all you have to do to
remember the value of 29 is to first know that 28 = 256. Why? Because when you double 2 to the
eighth power (256), you get 2¢{or 512). To determine the value of 21%, simply start at 28 = 256,
and then doubile it twice.

You can go the other way as well. If you needed to know what 26 is, you just cut 256 in half two
times: once to reach 27 and then one more time to reach 28,

Subnet Masks

For the subnet address scheme to work, every machine on the network must know which part of
the host address will be used as the subnet address. This is accomplished by assigning a subnet
mask to cach machine. A subnet mask is a 32-bit value that allows the recipient of IP packets to
distinguish the network ID portion of the IP address from the host ID portion of the IP address.

The network administrator creates a 32-bit subnet mask composed of 1s and 0s. The 1s in
the subnet mask represent the positions that refer to the network or subnet addresses.

Not all networks need subnets, meaning they use the default subnet mask. This is basically
the same as saying that a network doesn’t have a subnet address. Table 3.1 shows the default
subnet masks for Classes A, B, and C. These default masks cannort change. In other words, you
can’t make a Class B subnet mask read 255.0.0.0. If you try, the host will read that address as
invalid and usually won’t even let you type it in. For a Class A network, you can’t change the
first byte in a subnet mask; it must read 255.0.0.0 at a minimum. Similarly, you cannot assign
255.255.255.255, as this i1s all 1s—a broadcast address. A Class B address must start with
255.255.0.0, and a Class C has to start with 255.255.255.0.
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TABLE 3.1 Default Subnet Mask

Class Format Defauit Subnet Mask
A network.node.node.node 255.0.0.0

B network.network.node.node 255.255.0.0

C network.network.network.node 255.255.255.0

Classless Inter-Domain Routing (CIDR)

Another term you need to familiarize yourself with is Classless Inter-Domain Routing (CIDR}.
1t’s basically the method that ISPs (Internet Service Providers) use to allocate an amount of
addresses to a company, a home—a customer. They provide addresses in a certain block size,
something I’ll be going into in greater detail later in this chaprter.

When you receive a block of addresses from an ISP, whart you get will look something like
this: 192.168.10.32/28. This is telling you what your subnet mask is. The slash notation (/)
means how many bits are turned on (1s). Obviously, the maximum could only be /32 because
a byte is 8 bits and there are four bytes in an IP address: (4 x 8 = 32). Bur keep in mind that the
largest subnet mask available (regardless of the class of address) can only be a /30 because
you’ve got to keep at least 2 bits for host bits.

Take for example a Class A default subnet mask, whichis 255.0.0.0. This means that the first
byte of the subnet mask is all ones (1s), or 11111111. When referring to a slash notation, you
need to count all the 1s bits to figure out your mask. The 255.0.0.0 is considered a /8 because
it has 8 bits that are 1s—that is, 8 bits that are turned on.

A Class B default mask would be 255.255.0.0, which is a /16 because 16 bits are ones (1s):
111111171.11111111.00000000.00000000.

Table 3.2 has a listing of every available subnet mask and its equivalent CIDR slash notation.

TABLE 3.2 CIDR Values

Subnet Mask CIDR Value
255.0.0.0 /8
255.128.0.0 /9
255.192.0.0 /10
255.224.0.0 1

255.240.0.0 12
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TABLE 3.2 CIDR Values {continued)

Subnet Mask CIDR Value
255.248.0.0 13
255.252.0.0 /14
255.254.0.0 15
255.255.0.0 /16
255.255.128.0 7
255.255.192.0 /18
255.255.224.0 /19
255.255.240.0 120
255.255.248.0 /21
255.255.252.0 /22
255.255.254.0 /23
255.255.255.0 /24
255.255.255.128 125
255.255.255.192 /26
255.265.255.224 127
255.255.255.240 /28
255.255.255.248 /29
265.255.255.252 /30
@/ No, you cannot configure a Cisco router using this slash format. But wouldn't
TE that be nice? Nevertheless, it's really important for you to know subnet masks

in the slash notation (CIDR).
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Subnetting Class C Addresses

There are many different ways to subnet a network. The right way is the way that works best
for you. First ’ll show you how to use the binary method, and then we’ll look at an easier way
to do the same thing.

In a Class C address, only 8 bits are available for defining the hosts. Remember that subnet
bits start at che left and go to the right, without skipping bits. This means that the only Class C
subnet masks can be the following:

Binary Decimal CIDR
10000000 = 128 /25
11000000 = 192 /26
11100000 = 224 /27
11110000 = 240 /28
11111000 = 248 /29
11111100 = 252 /30

We can’t use a /31 or /32 because we have to have at least 2 host bits for assigning IP
addresses to hosts. In the past, I never discussed the /25 in a Class C network. Cisco always had
been concerned with having at least 2 subnet bits, but now, because of the ip subnet-zero
command, we can use just 1 subnet bit.

In the following sections we are going to look at the binary way of subnetting, then move into
the new, improved, easy to understand and implement, subnetting method.

The Binary Method: Subnetting a Class C Address

In this section, 'm going to teach you how to subnet a Class C address using the binary method.
Pl start by using the second subnet mask available with a Class C address, which borrows 2 bits
for subnetting. For this example, I'll be using 255.255.255.192.

192 = 11000000

The 1s represent the subnet bits, and the Os represent the host bits available in each subnet.
192 provides 2 bits for subnetting and 6 bits for defining the hosts in each subnet.

What are the subnets? Since we now use ip subnet-zero, we can get four subnets, instead
of the two that were available without the ip subnet-zero command. .

00000000 = 0 (all host bits off)
01000000 = 64 (all host bits off)
10000000 = 128 (all host bits off)
11000000 = 192 (all host bits off)
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The valid hosts would be defined as the numbers between the subnets, minus the all-host-
bits-off and all-host-bits-on numbers.

To find the hosts, first find your subner: turn all the host bits off, then turn all the host bits
on to find your broadcast address for the subnet. The valid hosts must be between those two
numbers. Table 3.3 shows the 0 subnet, valid host range, and broadcast address. Table 3.4
shows the 64 subnet, valid host range, and broadcast address. Table 3.5 shows the 128 subnet,
and Table 3.6 shows the 192 subner (the subnet and host bits combine to form one byte).

TABLE 3.3 Subnet0

Subnet Host Meaning

00 000000 =0 The network {do this first)
00 000001 =1 The first valid host

00 111110 =62 The last valid host

00 111111 =63 The broadcast address {do this second)
TABLE 3.4 Subnets4

Subnet Host Meaning

01 000000 = 64 The network

01 000001 = 65 The first valid host

01 111110 =126 The last valid host

01 111111 =127 The broadcast address
TABLE 3.5 Subnet 128

Subnet Host Meaning

10 000000 =128 The subnet address

10 000001 =129 The first valid host

10 111110 =130 The last valid host

10 111111 =19 The broadcast address
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TABLE 3.6 Subnet 192

Subnet Host Meaning

11 000000 =192 The subnet address

" 000001 =193 The first valid host

11 111110 = 254 The last valid host

M 111111 = 255 v The broadcast address

Hopefully, you understood what T was trying to show you. The example 1 presented only
used 2 subnet bits, so what if you had to subnet using 9, 10, or even 20 subnet bits? Try that
with the binary method and see how long it takes you.

In the following section, I'm going to teach you an alternate method of subnetting that makes
it easier to subnet larger numbers in no time.

‘)/ Since the CCNA exam gives you just over a minute for each question, it's really
&’TE important to know how much time you’ll spend on a subnetting question.
That's why committing as much as possible to memory, as | suggested earlier

in the chapter, is vital. Using the binary method can take you way too long and
you could fail the exam even if you know the material!

The Fast Way: Subnetting a Class C Address

When yowve chosen a possible subnet mask for your network and need to determine the num-
ber of subnets, valid hosts, and broadcast addresses of a subnert that the mask provides, all you
need to do is answer five simple questions:

»  How many subnets does the chosen subnet mask produce?
= How many valid hosts per subnet are available?

= What are the valid subnets?

*  What’s the broadcast address of each subnet?

*  What are the valid hosts in each subner?

At this point it’s important that you both understand and have memorized your powers of 2.
Please refer to the sidebar earlier in this chapter if you need some help. Here’s how you get the
answers to those five big questions:

= How many subnets? 2x = number of subnets. x is the number of masked bits, or the 1s. For
example, in 11000000, the number of ones gives us 22 subnets. In this example, there are
4 subnets.
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«  How many hosts per subnet? 2y — 2 = number of hosts per subnet. y is the number of
unmasked bits, or the 0s. For example, in 11000000, the number of zeros gives us 26 - 2
hosts. In this example, there are 62 hosts per subnet. You need to subtract two for the sub-
net address and the broadcast address, which are not valid hosts.

= What are the valid subnets? 256 ~ subnet mask = block size, or increment number. An
example would be 256 — 192 = 64. The block size of a 192 mask is always 64. Start count-
ing at zero in blocks of 64 until you reach the subnet mask value and these are your subners.
0, 64, 128, 192, Easy, huh? Yes—that is, if you can count in the needed block size!

= What’s the broadcast address for each subnet? Now here’s the really easy part... Since we
counted our subnets in the last section as 0, 64, 128, and 192, the broadcast address is
always the number right before the next subnet. For example, the 0 subnet has a broadcast
address of 63 because the next subnet is 64. The 64 subnet has a broadcast address of 127
because the next subnet is 128, etc. And remember, the broadcast of the last subnet (the
subnet with the same interesting octets as the mask) is always 255 for Class C.

= Whatare the valid hosts? Valid hosts are the numbers between the subnets, omitting all the
Os and all 1s. For example, if 64 is the subnet number and 127 is the broadcast address, then
65-126 is the valid host range—it’s always the numbers between the subnet address and the
broadcast address.

1 know this can truly seem confusing. But it really isn’t as hard as it seems to be at first—just
hang in there! Why not try a few and see for yourself?

Subnetting Practice Examples: Class C Addresses

Here’s your opportunity to practice subnetting Class C addresses using the method 1 just
described. Exciting, isn’t it! We’re going to start with the first Class C subnet mask and work
through every subnet that we can using a Class C address. When we’re done, I'll show you how
easy this is with Class A and B networks too!

Practice Example #1C: 255.255.255.192 (/26)

Let’s use the Class C subnet mask from the preceding example, 255.255.255.192, to see how

much simpler this method is than writing out the binary numbers. We’re going to subnet the net-
work address 192.168.10.0 and subnet mask 255.255.255.192.

192.168.10.0 = Network address
255.255.255.192 = Subnet mask
Now, let’s answer the big five:
*  How many subnets? Since 192 1s 2 bits on (11000000), the answer would be 22,

v How many hosts per subner? We have 6 host bits off (11000000), so the equation would
be 26 — 2 = 62 hosts.

= What are the valid subnets? 256 — 192 = 64. Remember, we start at zero and count in our
block size, so our subnets are 0, 64, 128, and 192.

= What's the broadcast address for each subnet? The number right before the value of the
next subnet is all host bits turned on and equals the broadcast address.
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What are the valid hosts? These are the numbers between the subnet and broadcast
address. The easiest way to find the hosts is to write out the subnetr address and the
broadcast address. This way, the valid hosts are obvious. The following table shows
the 0, 64, 128, and 192 subnets, the valid host ranges of each, and the broadcast
address of each subnet:

The subnets (do this first) 0 64 128 192

Our first host {(perform host addressing last) 1 65 129 193

Our last host 62 126 190 254

‘The broadcast address (do this second) 63 127 191 255

See? We really did come up with the same answers as when we did it the binary way, and this

way is $0 much easier because you never have to do any binary-to-decimal conversions! About
now, you might be thinking that it’s not easier than the first method I showed you. And Ill
admit, for the first subnet with only 2 subner bits—you’re right, it isn’t that much easier. But
remember, we’re going after the gold: being able to subnet in your head. And to do that, you
need one thing: practice!

Practice Example #2C: 255.255.255.224 (/27)
This time, we’ll subnert the nerwork address 192.168.10.0 and subnetr mask 255.255.255.224.

192.168.10.0 = Network address

255.255.255.224 = Subnet mask

How many subnets? 224 is 11100000, so our equation would be 23 = 8.
How many hostsé 25 - 2 = 30,

What are the valid subnets? 256 — 224 = 32. We just start at zero and count to the subnet
mask value in blocks (increments) of 32: 0, 32, 64, 96, 128, 160, 192, 224.

What's the broadcast address for each subnet (always the number right before the
next subnet)?

What are the valid bosts (the numbers between the subnet number and the broadcast address)¢

To answer questions 4 and 5, first just write out the subnets, then write out the broadcast

addresses—the number right before the next subnet. Lastly, fill in the host addresses. The fol-
lowing table gives you all the subnets for the 255.255.255.224 Class C subnet mask:

The subnet address 0 32 64 96 128 160 192 224
The first valid host 1 33 65 97 129 161 193 225
The last valid host 30 62 94 126 158 190 222 254

The broadcast address 31 63 95 127 159 191 223 2558
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Practice Example #3C: 255.255.255.240 (/28)
Let’s practice on another one:
192.168.10.0 = Network address
255.255.255.240 = Subnet mask
»  Subnets? 240 is 11110000 in binary. 24 = 16.
= Hosts? 4 host bits, or 24 -2 = 14,

= Valid subnets? 256 —-240 = 16. Start at 0. 0+ 16 = 16. 16 + 16 =32.32 + 16 = 48. 48 + 16 =
64.64+16=80.80+16=96.96+16=112.112+16=128.128 + 16 = 144. 144 + 16 =
160.160 + 16 =176.176 + 16 = 192. 192 + 16 = 208. 208 + 16 = 224. 224 + 16 = 240.

»  Broadcast address for each subnet?
«  Valid hosts?

To answer questions 4 and 5, check out the following table. It gives you the subnets, valid hosts,
and broadcast addresses for each subnet. First, find the address of each subnet using the block size
(increment). Second, find the broadcast address of each subnet increment (it’s always the number
right before the next valid subnet), then just fill in the host addresses. The following table shows the
available subnets, hosts, and broadcast addresses provided from a Class C 255.255.255.240 mask.

Subnet 0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240
Firsthost 1 17 33 49 65 81 97 113 129 145 16l 177 193 209 225 241
Lasthost 14 30 46 62 78 94 110 126 142 158 174 190 206 222 238 254
Broadcast 15 31 47 63 79 95 111 127 143 159 175 191 207 223 239 255

Cisco has figured out the most people cannot count in sixteens and therefore
P have a hard time finding valid subnets, hosts, and broadcast addresses with
the Class C 255.255.255.240 mask. You'd be wise to study this mask.

Practice Example #4C: 255.255.255.248 {/29)
Let’s keep practicing:
192.168.10.0 = Network address
255.255.255.248 = Subner mask
= Subnets? 248 in binary = 11111000. 25 = 32.
=  Hostse 23 -2 = 6.

«  Valid subnets? 256 — 248 = 0, 8, 16, 24, 32, 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120,
128, 136, 144, 152, 160, 168, 176, 184, 192, 200, 208, 216, 224, 232, 240, and 248.

= Broadcast address for each subnet?
«  Valid hosts?
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Take a look at the following table. It shows some of the subnets {first four and last four only),
valid hosts, and broadcast addresses for the Class C 255.255.255.248 mask:

Subnet 0 8 16 24 224 232 240 248
First host 1 9 17 25 225 233 241 249
Last host 6 14 22 30 230 238 246 254
Broadcast 7 15 23 31 231 239 247 25§

Practice Example #5C: 255.255.255.252 (/30)
Just a couple more:
192.168.10.0 = Network address
255.255.255.252 = Subnet mask
= Subnets? 64.
»  Hosts? 2.
»  Valid subnets? 0, 4, 8, 12, etc., all the way to 252.
=  Broadcast address for each subnet? (always the number right before the next subner)

= Valid hosts? (the numbers between the subnet number and the broadcast address)

Should we really use this mask that provides only two hosts?

You are the network administrator for Acme Corporation in San Francisco, with dozens of
WAN links connecting to your corporate office. Right now your network is a classful network,
which means that all hosts and router interfaces have the same subnet mask on each inter-
face. You've read about classless routing where you can have different size masks, but don't
know what to use on your point-to-point WAN links. s the 255.255.255.252 {/30) a helpful
mask in this situation?

Yes, this is a very helpful mask in wide area networks.

If you use the 255.255.255.0 mask, then each network would have 254 hosts, but you only
use two addresses with a WAN link! That is a waste of 252 hosts per subnet. If you use the
255.255.255.252 mask, then each subnet has only two hosts and you don’t waste precious
addresses.

This is a really important subject, one that we'll address in a lot more detail in the VLSM net-
"~ work design section later in this chapter.
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The following table shows you the subnet, valid host, and broadcast address of the first four
and last four subnets in the 255.255.255.252 Class C subnet:

Subnet 0 4 8 12 240 244 248 252
Rirst host 1 S 9 13 o 241 245 249 253
Last host 2 6 10 14 o242 246 250 254
Broadcast 3 7 11 15 .. 243 247 251 255

Practice Example #6C: 255.255.255.128 {/25)

This mask can be used when you need two subnets, each with 126 hosts. But our trusty big five
questions won’t work with this one—it’s special—so Ul just explain it to you. First, use the global
configuration command ip subnet-zero to tell your router to break the rules and allow the use
of the first and last subnets, which have subnet bits of all Os and all 1s (this is a default command
on all routers running the 12.x Cisco IOS). The ability to support a 1 subnet-bit mask is an added
benefit of this command.

Since 128 is 10000000 in binary, there is only 1 bit for subnetting. Since this bit can be either
off or on, the two available subnets are 0 and 128. You can determine the subnet value by looking
at the decimal value of the fourth octet. If the value of the fourth ocret is below 128, then the host
is in the 0 subnet. If the fourth octet value is above 128, then the host is in the 128 subnet.

The following table shows you the two subnets, valid host ranges, and broadcast addresses
for the Class C 255.255.255.128 (/25) mask:

Subnet 0 128
First host 1 129
Last host 126 254
Broadcast 127 255

So, if you have an IP address of 192.168.10.5 using the 255.255.255.128 subnet mask, you
know it’s in the range of the 0 subnet and bit number 128 must be off. If you have an IP address
0f 192.168.10.189, then 128 must be on, and the host is considered to be in the 128 subnet.
You’ll see this again in a minute.

Subnetting in Your Head: Class C Addresses

Tt really is possible to subnet in your head. Even if you don’t believe me, Ull show you how. And
it’s not all that hard either—take the following example:
192.168.10.33 = Node address
255.255.255.224 = Subnet mask
First, determine the subnet and broadcast address of the above [P address. You can do this

by answering question 3 of the big five questions: 256 =224 = 32. 0, 32 + 32 = 64. The address
of 33 falls between the rtwo subnets of 32 and 64 and must be part of the 192.168.10.32 subnet.
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The next subnet is 64, so the broadcast address is 63. (Remember that the broadcast address of
a subnet is always the number right before the next subnet.) The valid host range is 33-62. This
is too easy! No, it’s not?
Okay, then let’s try another one. We'll subnet another Class C address:
192.168.10.33 = Node address
255.255.255.240 = Subnet mask

What subnet and broadcast address is the above 1P address a member of? 256 — 240 = 16.
0,16 + 16 = 32. 32 + 16 = 48. And bingo—the host address is between the 32 and 48 subnets.
The subnet is 192.168.10.32, and the broadcast address is 47. The valid host range is 33-46.

Okay, we need to do more, just to make sure you have this down.

You have a node address of 192.168.10.174 with a mask 0f 255.255.255.240. What is the
valid host range?

The mask is 240, so we’d do a 256 — 240 = 16. This is our block size. Just keep adding 16
until we pass the host address of 174: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176. The
host address of 174 is between 160 and 176, so the subnet is 160. The broadcast addressis 175,
so the valid host range 1s 161-174. That was a tough one.

One more—ijust for fun. This is the easiest one of all Class C subnetting:

192.168.10.17 = Node address
255.255.255.252 = Subnet mask

What subnet and broadcast address is the above IP address a member of? 256 - 252 = 0, 4,
8,12,16,20, etc. You’ve got it! The host address is between the 16 and 20 subnecs. The subnet
18 192.168.10.16, and the broadcast address is 19. The valid host range is 17-18.

Now that you’re all over Class C subnetting, let’s move on to Class B subnetting. But before
we do, let’s have a quick review.

What Do We Know?
Okay—here’s where you can really apply what you’ve learned so far, and begin committing it
alltomemory. This is a very cool section that P've been using in my classes for years. It will really
help you nail down subnetting!

When you sce a subnet mask of slash notation (CIDR), you should know the following:
/26
What do we know about a /26?
= 192 mask
= 2 bits on and 6 bits off {11000000)
*  Block size of 64

= 4subnets, each with 62 hosts
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127

What do we know about a /27?

* 224 mask

» 3 bits onand S bits off (11100000)
*  Block size of 32

» 8 subnets, each with 30 hosts

/28

What do we know about a /28?
» 240 mask

» 4 bits on and 4 bits off

»  Block size of 16

* 16 subnets, each with 14 hosts

/29

What do we know about a /292
» 248 mask

*  Sbits on and 3 bits off

= Block size of 8

*« 32 subnets, each with 6 hosts

/30

What do we know about a /30?

» 252 mask

* 6 bits on and 2 bits off

»  Block size of 4

= 64 subnets, each with 2 hosts

Regardless whether you have a Class A, Class B, or Class C address, the /30 mask will only
provide you with two hosts, ever. This mask is suited almost exclusively—as well as suggested
by Cisco—for use on point-to-point links.

If you can memorize this section, you’ll be much better off in your day-to-day job and in your
studies. Try saying it out loud, which helps you memorize things—yes, your significant other
and/or coworkers will think you’ve lost it, but they probably already do if you are in the net-
working field. And if you’re not yet in the nerworking field but are studying all this to break into
it, you might as well have people start thinking you’re an odd bird now, since they will eventu-
ally anyway.

It’s also helpful to write these on some type of flash card and have people test your skill.
You’d be amazed at how fast you can get subnetting down if you memorize block sizes, as well
as this “Whar Do We Know?” section.
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Subnetting Class B Addresses

Before we dive into this, let’s look at all the possible Class B subnet masks first. Notice that we
have a lot more possible subnet masks than we do with a Class C network address:

255.255.128.0 (/17) 255.255.255.0 (/24)
255.255.192.0 (/18) 255.255.255.128 (/25)
255.255.224.0 (/19 255.255.255.192  (/26)
255.255.240.0 (/20) 255.255.255.224  (/27)
255.255.248.0 (/21) 255.255.255.240 (/28)
255.255.252.0 (/22) 255.255.255.248 (/29)
255.255.254.0 (/23) 255.255.255.252 (/30)

We know the Class B network address has 1.6 bits available for host addressing. This means we
can use up to 14 bits for subnetting (because we have to leave at least 2 bits for host addressing).

)’ By the way, do you notice anything interesting about that list of subnet val-
dns ues—a pattern, maybe? Ah ha! That's exactly why | had you memorize the
binary-to-decimal numbers at the beginning of this section. Since subnet mask

bits start on the left, move to the right, and can’t skip bits, the numbers are
always the same regardless of the class of address. Memorize this pattern.

The process of subnetting a Class B network is pretty much the same as it is for a Class C,
except that you just have more host bits. Use the same subnet numbers for the third octet with
Class B that you used for the fourth octet with Class C, but add a zero to the network portion and
a 255 to the broadcast section in the fourth octet. The following table shows you an example host
range of two subnets used in a Class B subnet:

First subnet 16.0 32.0
Second subnet 16.255 32.255

Just add the valid hosts between the numbers, and you’re set!

‘) This above example is only true until you get up to /24, After that, it's numeri-
TE cally exactly like Class C.

Subnetting Practice Examples: Class B Addresses
This section will give you an opportunity to practice subnetting Class B addresses.
Practice Example #1B: 255.255.192.0 {/18)

172.16.0.0 = Network address
255.255.192.0 = Subnet mask
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= Subnets? 22 = 4.
= Hosts? 214~ 2 = 16,382 (6 bits in the third octet, and 8 in the fourth).

»  Valid subnets? 256 - 192 = 64.0, 64, 128, 192. Remember the subnetting is performed
in the third octet, so the subnet numbers are really 0.0, 64.0, 128.0, and 192.0, as
shown in the next table.

»  Broadcast address for each subnet?

= Vaglid hosts?

The following table shows the four subnets available, the valid host range, and the broadcast
address of each:

Subnet 0.0 64.0 128.0 192.0
First host 0.1 ‘ 64.1 128.1 192.1
Last host 63.254 127.254 191.254 255.254
Broadcast 63.255 127.255 191.255 255.255

Notice that we just added the fourth octet’s lowest and highest values and came up with the
answers, Again, i0's prerty much the same as it is for a Class C subnet—we just added 0 and 255
in the fourth octet.

Practice Example #2B: 255.255.240.0 (/20)
172.16.0.0 = Network address
255.255.240.0 = Subnet mask

= Subnets? 24 = 16.

= Hosts? 212 -2 = 4094.

= Valid subnets? 256 ~ 240 = 0, 16, 32, 48, ctc., up to 240. Notice that these are the same
numbers as a Class C 240 mask.

*  Broadcast address for each subnet?
»  Valid hosis?

The following table shows the first four subnets, valid hosts, and broadcast addresses in a
Class B 255.255.240.0 mask:

Subnet 0.0 16.0 32.0 48.0
First host 0.1 16.1 32.1 48.1
Last host 15.254 31.254 47.254 63.254

Broadcast 15.255 31.255 47.255 63.255
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Practice Example #3B: 255.255.254.0 {/23)
172.16.0.0 = Nerwork address
255.255.254.0 = Subnet mask
= Submnets? 27 = 128.
= Hosts? 22 -2 =510.
= Valid subnets¢ 256 - 254 =0, 2, 4, 6, 8, etc., up to 254.
= Broadcast address for each subnet?
= Valid hosts?

The following rable shows the first five subnets, valid hosts, and broadcast addresses in a
Class B 255.255.254.0 mask:

Subnet 0.0 2.0 4.0 6.0 8.0

First host 0.1 2.1 4.1 6.1 8.1

Last host 1.254 3.254 5.254 7.254 9.254

Broadcast 1.255 3.255 5.255 7.255 9.255

,’ Inyour studies, remember thatit's very important for you to know your Class B
&TE /23 mask, and how many subnets and hosts it provides!

Practice Example #4B: 255.255.255.0 (/24)

Contrary to popular belief, 255.255.255.0 used with a Class B network address is not called a
Class B network with a Class C subnet mask. It’s amazing how many people see this mask used
in a Class B network and think it’s a Class C subnet mask. This is a Class B subnet mask with
8 bits of subnertting—it’s considerably different from a Class C mask. Subnetting this address is
fairly simple:

172.16.0.0 = Network address
255.255.255.0 = Subnet mask
= Subnets? 2% = 256.
= Hosts? 28 -2 = 254.
»  Valid subnets? 256 =255 =1.0, 1, 2, 3, etc. all the way to 255.
= Broadcast address for each subnet?
= Valid hosts?
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The following table shows the first four subnets and the last two, valid hosts, and broadcast

addresses in a Class B 255.255.255.0 mask:

Subnet 0.0 1.0 2.0 3.0 254.0 255.0
First host 0.1 1.1 2.1 3. 2541 2551
Last host 0.254 1.254 2.254 3.254 254.254  255.254
Broadcast 0.255 1.255 2.255 3.255 254255  255.255

Practice Example #5B: 255.255.255.128 {/25)

This 1s one of the hardest subnet masks you can play with, though. And worse, it actually is a
really good subnet to use in production because it creates over 500 subnets with 126 hosts for

each subnet—a nice mixture. So, don’t skip over it!
172.16.0.0 = Network address
255.255.255.128 = Subnet mask

»  Subnets? 29 = §12.

*  Hosts? 27 -2 = 126.

»  Valid subners? Okay, now for the tricky part. 256 =255 =1.0, 1, 2, 3, etc., for the third

octet. But you can’t forget the one subnet bit used in the fourth octet. Remember when 1
showed you how to figure one subnet bit with a Class C mask? You figure this the same
way. (Now you know why I showed you the 1-bit subnet mask in the Class C section—to
make this part easier.) You actually get two subnets for cach third octet value, hence the
512 subnets. For example, if the third octet is showing subnet 3, the two subnets would
actually be 3.0 and 3.128.

Broadcast address for each subnet?
Valid hosts?

The following table shows how you can create subnets, valid hosts, and broadcast addresses

using the Class B 255.255.255.128 subnet mask (the first eight subnets are shown, and then the

last two subnets):

Subnet 0.0 0.128 1.0 1.128 2.0 2.128 3.0 3.128 255.0 255.128
First 0.1 0.129 1.1 1.129 2.1 2.129 3.1 3.129 255.1 255.129
host
Last 0.126 0.254 1.126 1.254 2.126 2.254 3.126 3.254 255,126 255.254
host
Broad- 0.127 0.255 1.127 1.255 2.127 2.255 3.127 3.255 255.127 255.255

cast
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As with the /23 mask, it's also really important for you to know your Class B /
TE 25 mask and how many subnets and hosts it provides!

Practice Example #6B: 255.255.255.192 (/26)

Now, this is where Class B subnetting gets easy. Since the third octetr has a 255 in the mask sec-
tion, whatever number is listed in the third octet is a subnet number. However, now that we
have a subnet number in the fourth octer, we can subnet this octet just like we did with Class C
subnetting. Let’s try it out:

172.16.0.0 = Network address
255.255.255.192 = Subnet mask
w Subnets? 210 = 1024.
= Hosts¢ 26 - 2 = 62.

»  Valid subnets? 256 — 192 = 64. The subnets are shown in the following table. Do these
numbers look familiar?

= Broadcast address for each subnet?
»  Valid hosts?

The following table shows the first eight subnet ranges, valid hosts, and broadcast addresses:

Subnet 0.0 0.64 0.128 0.192 1.0 1.64 1.128 1.192
First host 0.1 0.65 0.129 0.193 1.1 1.65 1.129 1.193
Last host 0.62 0.126  0.190 0.254 1.62  1.126 1.190 1.254

Broadcast 0.63 0.127  0.191 0.255 1.63  1.127 1.191 1.255

Nortice that for each subnet value in the third octet, you get subnets 0, 64, 128, and 192 in
the fourth octet.
Practice Example #7B: 255.255.255.224 {/27)

This is done the same way as the preceding subnet mask, except that we just have more subnets
and fewer hosts per subnet available.

172.16.0.0 = Network address
255.255.255.224 = Subnetr mask
v Subnets? 211 = 2048.
=  Hosts? 25-2 = 30.
»  Valid subnets? 256 - 224 = 32.0, 32, 64, 96, 128, 160, 192, 224,
= Broadcast address for each subnei?
= Valid bosts?
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The following table shows the first eight subnets:

Subnet 0.0 032 0.64 096 0.128 0.160  0.192  0.224
First host 0.1 0.33 0.65 097 0.129  0.161  0.193  0.225
Last host 0.30 0.62 09 0126 0.158 0.190 0.222 0.254
Broadcast 0.31 0.63 0.95 0.127  0.159  0.191  0.223  0.255

This next table shows the last eight subnets:

Subnet 255.0  255.32 255.64 255.96 255.128 255.160 255.192 255.224

Firsthost . 255.1  255.33 255.65 255.97 255.129 255.161 255.193 255.22§

Last host 25530 255.62 255.94 255.126 255.158 255.190 255.222  255.254

Broadcast  255.31 255.63 255.95 255.127 255.159 255.191 255223  255.255

Subnetting in Your Head: Class B Addresses

Are you nuts? Subnert Class B addresses in our heads? If you think easier equals crazy, then, yes,
I'm a few sails short, but it’s actually easier than writing it out—I"m not kidding! Let me show
you how:

Queestion: What subnet and broadcast address is the IP address 172.16.10.33255.255.255.224
a member of?

Answer: 256 -224 =32.32 + 32 = 64. Bingo: 33 is between 32 and 64. However, remember
that the chird octet is considered part of the subnet, so the answer would be the 10.32 sub-
net. The broadcast is 10.63, since 10.64 is the next subnet.

Question: What subnet and broadcast address is the IP address 172.16.90.66 255.255.255.192
a member of?

Answer: 256 —192 = 64. 64 + 64 = 128. The subnet is 172.16.90.64. The broadcast must
be 172.16.90.127, since 90.128 is the next subnet.

Queestion: What subnet and broadcast address is the [P address 172.16.50.97255.255.255.224
a member of?

Answer: 256 —224 = 32,64, 96, 128. The subnet is 172.16.50.96, and the broadcast must
be 172.16.50.127 since 50.128 is the next subnet.

Question: What subnet and broadcast address is the IP address 172.16.10.10255.255.255.192
a member of?

Answer: 256 —192 = 64, This address must be in the 172.16.10.0 subnet, and the broadcast
must be 172.16.10.63.

Question: What subnet and broadcast address is the [P address 172.16.10.10255.255.255.252

a member of?
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Answer: 256 — 252 = 4. The subnet is 172.16.10.8, with a broadcast of 172.16.10.11.
Question: What is the subner and broadcast address of the host 172.16.88.255/20?

Answer: What is a /202 If you can’t answer this, you can’t answer this question, can you?
A /2015 255.255.240.0, which gives us a block size of 16 in the third octet, and since no
subnet bits are on in the fourth octet, the answer is always 0 and 255 in the fourth octet.
0, 16, 32, 48, 64, 80, 96...bingo. 88 is between 80 and 96, so the subner is 80.0 and the
broadcast address is 95.255.

Subnetting Class A Addresses

Class A subnetting is not performed any differently from Classes B and C, but there are 24 bits
to play with instead of the 16 in a Class B address and the 8 in a Class C address.
Let’s start by listing all the Class A subnets:

255.128.0.0 (/9 255.255.240.0 (/20)
255.192.0.0 (/10D 255.255.248.0 (/21)
255.224.0.0 (/11) 255.255.252.0 (/22)
255.240.0.0 (/12) 255.255.254.0 (/23)
255.248.0.0 (/13) 255.255.255.0 (/24)
255.252.0.0 (/14) 255.255.255.128 (/25)
255.254.0.0 (/15) 255.255.255.192  (/26)
255.255.0.0 (/16) 255.255.255.224  (/27)
255.255.128.0 (/17) 255.255.255.240 (/28)
255.255.192.0 (/18) 255.255.255.248 (/29)
255.255.224.0 (/19) 255.255.255.252  (/30)

That’s it. You must leave at least 2 bits for defining hosts. And I hope you can sce the pattern
by now. Remember, we’re going to do this the same way as a Class B or C subunet. It’s just that,
again, we simply have more host bits.

Subnetting Practice Examples: Class A Addresses

When you look at an [P address and a subnet mask, you must be able to distinguish the birs used
for subnets from the bits used for determining hosts. This is imperative. If you’re still struggling
with this concept, please reread the preceding “IP Addressing” section. It shows you how 1o
determine the difference between the subnet and host bits, and should help clear things up.

Practice Example #1A: 255.255.0.0 (/16)

Class A addresses use a default mask 0f 255.0.0.0, which leaves 22 bits for subnetting since you
must leave 2 bits for host addressing. The 255.255.0.0 mask with a Class A address is using
8 subnet bits.

= Subnets? 28 = 256.
= Hosts? 216 — 2 = 65,534,
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v Valid subnets? 256 ~ 255 = 1.0, 1, 2, 3, etc. {all in the second octet). The subnets would
be 10.0.0.0, 10.1.0.0, 10.2.0.0, 10.3.0.0, ctc., up to 10.255.0.0.

«  Broadcast address for each subnet?
«  Valid hosts?

The following table shows the first two and last two subnets, valid host range, and broadcast
addresses for the private Class A 10.0.0.0 nerwork:

Subnet 10.0.0.0 10.1.0.0 .. 10.254.0.0 10.255.0.0
First host 10.0.0.1 10.1.0.1 .o 10.254.0.1 10.255.0.1
Last host 10.0.255.254 10.1.255.254 ... 10.254.255.254  10.255.255.254
Broadeast  10.0.255.255 10.1.255.255 ... 10.254.255.255  10.255.255.25§

Practice Example #2A: 255.255.240.0 {/20)

255.255.240.0 gives us 12 bits of subnetting and leaves us 12 bits for host addressing.
= Subnets? 212 = 4096.

*  Hosts? 212 -2 = 4094.

»  Valid subnets? 256 —240 = 16. The subnets in the second octet are a block size of 1 and the
subnets in the third octet are 0, 16, 32, etc.

= Broadcast address for each subnet?

= Valid hostse

The following table shows some examples of the host ranges-—the first three and the
last subnets:

Subnet 10.0.0.0 10.0.16.0 10.0.32.0 10.0.240.0
First host 10.0.0.1 10.0.16.1 10.0.32.1 10.0.240.1
Last host 10.0.15.254  10.0.31.254  10.0.47.254 ... 10.0.255.254
Broadcast 10.0.15.255  10.0.31.255  10.047.255 .. 10.0.255.255

‘Practice Example #3A: 255.255.255.192 (/26)

Let’s do one more example using the second, third, and fourth octets for subnetting.
»  Subnets? 118 = 262,144,

= Hosts? 26 -2 = 62.

»  Valid subnetsé In the second and third octet, the block size is 1 and in the fourth octet the
block size is 64. :

= Broadcast address for each subnet?

= Valid bosts?
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The following table shows the first four subnets and their valid hosts and broadcast
addresses in the Class A 255.255.255.192 mask:

Subnet 10.0.0.0 10.0.0.64 10.0.0.128 10.0.0.192
First host 10.0.0.1 10.0.0.65 10.0.0.129 10.0.0.193
Last host 10.0.0.62 10.0.0.126 10.0.0.190 10.0.0.254
Broadcast 10.0.0.63 10.0.0.127 10.0.0.191 10.0.0.255

The following table shows the last four subnets and their valid hosts and broadcast
addresses:

Subnet 10.255.255.0 10.255.255.64 10.255.255.128  10.255.255.192
First host 10.255.2551 10.255.255.65 10.255.255.129 10.255.255.193
Last host 10.255.255.62  10.255.255.126 10.255.255.190 10.255.255.254
Broadcast 10.255.255.63  10.255.255.127 10.255.255.191  10.255.255.255

Subnetting in Your Head: Class A Addresses

This sounds hard, but as with Class C and Class B, the numbers are the same; we just start in
the second octet. What makes this easy? You only need to worry about the octet that has the
largest block size {typically called the interesting octet; one that is something other than 0 or
255)—for example, 255.255.240.0 (/20) with a Class A network. The second octet has a block
size of 1, so any number listed in that octet is a subnet. The third octet is a 240 mask, which
means we have a block size of 16 in the third octet. If your host ID 15 10.20.80.30, what is your
subnet, broadcast address, and valid host range?

The subnet in the second octet is 20, but the third octer is in block sizes of 16, so we’ll just
count them our: 0, 16, 32, 48, 64, 80, 96... bingo! (By the way, you can count by sixteens by
now, right?) This makes our subnet 10.20.80.0, with a broadcast of 10.20.95.255 because the
next subnet is 10.20.96.0. The valid host range is 10.20.80.1 through 10.20.95.254. Yes, you
can do this in your head if you just know your block sizes!

Variable Length Subnet Masks (VLSMs)

You could easily devote an entire chapter to Variable Length Subnet Masks (VLSMs), but
instead ’m going to show you a simple way to take one network and create many networks
using subnet masks of different lengths on different types of network designs. This is called
VLSM networking, and does bring up another subject I mentioned at the beginning of this chap-
ter: classful and classless networking.



